. ObE Technology and the Skilled Trades
. Grade 9, TAS10/TGJ10/TEJ10
. . Home Network Design
. Students will design and troubleshoot a Home Networking System.
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Introduction

Course Code: TAS10

Destination: Open

Grade Level: 9

Online Project Name: Network Design

BBT(s) covered in the activity

This activity was designed for the following broad-based technology courses:

TGJ10 - Communications Technology

TEJ10 - Computer Technology

Project Outline

Students will explore home networking systems and develop an understanding of these systems
and develop vital essential skills.

Enduring Understanding:

We rely on computer networks now more than ever before.

More and more devices are now connected to our networks.

Not only do we ‘need’ the network, but we also need it to perform quickly and correctly.
Learning how to maximize the network speed and reliability is very important.

A robust network requires a safe and ergonomic physical interface.

Essential Skills:

Reading Writing
Document use

Digital Technology skills
Oral Communication
Numeracy

o ldentifying numerical icons



o Tracking of network devices via numerical icons
e Thinking skills

o Job task planning and Organization

o Decision making

o Problem-solving

o Finding information

o Critical thinking

Student Activities

Activity #1: Introduction to Network Topologies
Activity #2: Networking - Intro to Cisco Packet Tracer
Activity #3: Cable Management in a Computer Lab

Activity #4: Creating a Network Cable

Planning notes

Student Requirements:
e Have web access to log into the school system

Use a classroom PC

Use Google or a similar web-based search engine.

Identify network devices such as a PC, Smartphone, Gaming console, Router, Modem,
etc.

Activity #1 specific requirements:
o Cards labeled 1 through 4
o Paper clips
o Several long pieces of string
o Several equal-length pieces of string (multiples of 4)

e Activity #2 specific requirements:



o Computer lab
m Cisco Packet Tracer will not operate on a Chromebook

e Acitivity #3 specific requirements:

o Printed blank classroom floor plans (or grid paper and rulers for drafting)
e Activity #4 specific requirements:

o Spool of UTP cable, Category 5 or 5e.

o RJ-45 connectors (minimum one per student, two per pair)

o RJ-45 crimping tools

o Wire strippers

o Flush cutters

o Ethernet patch cable tester

Overall expectations covered

A1. Initiating and Planning - demonstrate an understanding of fundamental technological
concepts and related skills by initiating and planning projects

A2. Designing and Performing - develop projects that involve creating products and/or
services, using a variety of resources and techniques, and record the development of their
projects

A3. Analyzing and Refining - evaluate and refine processes, products, and/or services

A4. Following Health and Safety Practices - apply an understanding of health and safety
practices and procedures when using materials, tools, and equipment

B1. Fundamentals of Technological Development - demonstrate an understanding of how
various needs and underlying social, economic, and environmental factors drive the evolution of
technology

B2. Impacts of Technology - analyze the impacts of various technologies on individuals,
society, the economy, and the environment

B3. Careers and Pathways in Technology and the Skilled Trades - explore and describe
careers in technological fields and the skilled trades, and pathways for entering them



Skilled trades and apprenticeship opportunities

These activities allow students to develop transferable skills applicable to many career
pathways, specifically the following Trades and Apprenticeships:

Trade Name Trade Classification Exam Trade
Code Details

Network Cabling Specialist | 631A Non-Compulsory YES Details

Computer Numerical 670C Non-Compulsory NO Details

Control (CNC)

Programmer

Information Technology — | 634B Non-Compulsory NO Details

Hardware Technician

Information Technology — [ 634C Non-Compulsory NO Details

Network Technician

For additional skilled trade, apprenticeship, and career opportunity resources, visit the Ontario

Council for Technology Education website or contact your school's guidance department.

Career and Industry Extensions

These activities further allow students to develop transferable skills applicable to many career
pathways, specifically:

e Software Engineer

e Systems analyst

e Network administrator

e Database Administrator

e \Web Developer

e Information Security Analysts
e Technical Support Specialist
e Network Engineer

e Data analysis

e Computer and Information Systems Managers


https://octe.ca/
https://octe.ca/
https://www.skilledtradesontario.ca/trade-information/network-cabling-specialist/#:~:text=APPRENTICESHIP%20PROGRAM&text=Generally%2C%20the%20time%2Dframe%20to,hours%20of%20in%2Dschool%20training.
https://www.skilledtradesontario.ca/trade-information/computer-numerical-control-cnc-programmer/
https://www.skilledtradesontario.ca/trade-information/it-hardware-technician/
https://www.skilledtradesontario.ca/trade-information/it-network-technician/

e Project manager

e Data Science

Engineering design process

The engineering design process will allow students to demonstrate their learning through a
design process connected to the broad based technology classes.

This engineering design process has been modified from the Ministry of Educations model and
as part of the expectations this step-by-step guide was developed to help the educator meet
those expectations This engineering design process is to use as the basis of the activity below.

Students will go through the process of Initiating and Planning, Designing and Performing, and
Analysing and Refining a project based on a real world problem.

Any engineering design process can be used. Connect with your board to implement the
engineering design process that is currently being used in your district.

Fundamental technological concepts

The activities listed in this document cover the following fundamental technical concepts:

Control The means by which a device or process is activated or regulated.
This includes automation, which involves using technology to
make a device or process run on its own.

Function The use for which a product, process, or service is developed.

Mechanism A system of connected parts that allows a product to work or
function.

Structure The essential physical or conceptual parts of a product, process,
or service, including the way in which the parts are constructed or
organized.

Systems The combinations of interrelated parts that make up a whole and
that may be connected with other systems.

Universal design for learning

Use of Digital Content

With digital content, students can increase the font size, easily look up definitions, use
text-to-speech to read text aloud, and link out to more detailed information on almost any topic
imaginable. This is particularly useful for students needing dyslexia-friendly reading tools, or
translation.


https://docs.google.com/presentation/d/19j329SMPSpm5hOhWZwHpgWodQps8fHubQVlrTVePAIQ/copy?usp=sharing
https://www.dcp.edu.gov.on.ca/en/curriculum/technological-education/courses/tas1o/g9-10-program#edp
https://docs.google.com/presentation/d/19j329SMPSpm5hOhWZwHpgWodQps8fHubQVlrTVePAIQ/copy?usp=sharing

Project-based Approach

Students may work independently or in mixed-ability groups, as suits their particular learning
style or emotional need.

Problem-based Approach

Allows students to solve realistic problems by reflecting on best strategies and drawing on prior
knowledge of effective approaches used in other problem situations, according to their particular
prior knowledge and readiness to learn

Indigenous ways of knowing, doing and learning

The author has suggested an activity that honours the place from where it was written.

Please consult your school boards First Nation, Metis and Inuit curriculum and / or cultural
support team to inform content or activities relevant to communities in your area.

Digital Connectivity Gap

In Indigenous cultures, the telling of stories has long been associated with strengthening
identity and belonging. Due to a continued and rapid increase in technology, there now exists a
Connectivity Gap.

“Of the 748 First Nations communities studied in the Closing the Infrastructure Gap 2030 report,
61% did not have adequate high-speed internet access: broadband services of at least 50 Mbps
downstream and 10 Mbps upstream (50/10) and cellular service, which are essential to
everyday life in Canada.”

- The Assembly of First Nations (AFN). “The Digital Connectivity Gap - Assembly of First
Nations.” Assembly of First Nations, 3 June 2024, (link)

The activities found in this document may serve to highlight this inequity and foster an interest in
careers that can remedy this gap.

Potential for community partnership

Community partnerships can enhance student activities to provide real-world context. The
activities herein not only apply to household networks but also that of almost every business in
Canada.

Automation and Mechanization require a robust network communication system and
partnerships can be made with various manufacturing facilities. An increase in Ontario’s
manufacturing sector has provided a direct connection to networking the various systems.


http://afn.ca/economy-infrastructure/infrastructure/closing-the-infrastructure-gap/digital-connectivity/#:~:text=Of%20the%20748%20First%20Nations,to%20everyday%20life%20in%20Canada

Innovations and emerging technologies

There are various emerging trends in technologies that students can explore for viable career
options:

Artificial Intelligence (Al)

Internet of Things (loT)

Virtual and Augmented Reality (VR/AR)
Telecom Cybersecurity

Sustainability: Road-to-Net Zero

Assessment and evaluation

Diagnostic assessment will be gathered from discussions before and during the lesson
on computer peripherals and components.

o This can be used to gauge prior interest and experience in computer technology.

o Anecdotal notes will be drawn from student engagement during these
discussions and evidence of knowledge retained before and during
lesson.

Packet Tracer activities will be saved online and be graded for completeness.

The classroom safety floor plans will be reviewed for the accurate identification of egress
paths, safety equipment, and practical solutions for staged cable hazards.

The physical network cables will be graded objectively using a hardware Ethernet wire
map tester and a successful ping test via the command line interface.

A culminating activity or final exam may be given and include several items on basic
network problem-solving.

Experiential learning

Experiential Learning is the process of learning by doing. By engaging students in hands-on
experiences and encouraging reflection, they can better connect theories and knowledge
learned in the classroom to real-world situations.

This networking activity offers a real-world problem-solving challenge and allows students to
develop problem-solving skills.



Reflection of learning

This lesson will allow students to reflect on the following questions:

e What might be the number one problem with most networks?

e Would one type of network be prone to more problems than another?

e What effect do you think having so many devices connected to a network might have?

o Is there any way to fix this?

e Can we use Packet Tracer to build a new improved series of network?

Health and safety considerations

Most of the time, display screen equipment is completely harmless. However, if students spend
prolonged periods in front of screens (such as several hours each day), it can pose significant

health risks.

Ergonomics: Ergonomics is about 'fit'": the fit between people, the things they do, the objects
they use and the environments they work, travel and play in. If good fit is achieved, the stresses
on people are reduced. They are more comfortable, they can do things more quickly and easily,
and they make fewer mistakes. So when we talk about 'fit', we don't just mean physical fit, we
are concerned with psychological and other aspects too. That is why ergonomics is often called

'Human Factors'.

Fix Me:

['If 1 do this...

This is what’ll happen to me...

Sit too close to the monitor

Eye strain

Have my feet dangling above the floor

Poor posture

Let my wrists rest on the desk

Carpal tunnel syndrome

Slouch

Poor posture, back pain, hunch back

10




Use the computer for long periods of time | Eye strain
without a break

Cable Clippings: Solid-core CAT5e cable can be repurposed for breadboarding and other
electronics activities to reduce waste. Trimming the twisted pairs before inserting them into an
RJ45 connector creates tiny, sharp copper offcuts. Incorporate a strict cleanup protocol where
students must brush these small clippings directly into a waste receptacle or use a bench
vacuum. Stray copper shards can easily embed in hands or short out bare electronic
components left on the benches.

Cable Management: Consider the use of cable ties, velcro ties, etc. for bundling physical
networking cables (not applicable to the Cisco Packet Tracer activity if done fully virtual)

11




Activity 1: Network Topology and Workstations

A1.1,A1.2, A1.6, A2.2, A3.1,Ad.4,B1.1,B2.3,B3.4
Activity Breakdown:

Students are introduced to the concept of a “workstation” and all of the components that are
necessary for long term use (including ergonomics and cable management). This activity will
introduce students to three basic Networks, also called “Topologies” to connect these
workstations and other host machines:

e BUS Network Topology

e RING Network Topology

e STAR Network Topology
Key Points:

e Through this collaborative role-play activity, students will learn about network topologies
and develop communication, teamwork, and problem-solving skills.

e Mapping the path of the Ethernet cable from the computer to the wall jack or switch,
ensuring it does not cross any walking paths or egress routes.

Learning Goals:

e Students should be able to describe the differences between the types of networks as
well as the pros and cons of each.

e Students should be able to sketch, communicate or build a workstation that best serves
the ergonomic needs of a client

Success Criteria:

e Students can explain which type of network can and should be used depending on the
application.

e Students can further offer insight into potential problems with each type of network and
how to remedy them.

e Students can identify where the the user interacts with a workstation
Resources:
Network Topology Activity Worksheet (Appendix A)

OCTE SafeDocs

12


https://legacy.octe.ca/en/resources/safety/safedocs

Activity 2: Cisco Packet Tracer

A1.1,A1.2, A1.6, A2.2, A3.1,Ad.4,B1.1,B2.3,B3.4
Activity Breakdown:

This activity will introduce students to Cisco Packet Tracer. Through this interactive software,
students will visualize and simulate a network using everyday examples. They will practice their
skills with interactive virtual lab activities, and hone their problem-solving skills.

Note: The teacher will need to ensure that Cisco Packet Tracer software is installed on each lab
PC and modify the first activity by turning off the “Hub0” Router.

Key Points:

e This virtual lab is an interactive way for students to practice networking, loT, and
cybersecurity without having the physical hardware.

Learning Goals:

e Students will be able to identify network errors and recommend possible solutions.

e Students will further be able to describe proper network troubleshooting processes.
Success Criteria:

e Students can successfully create a properly functioning virtual home network

e Students can describe the effects of having too many devices connected to one network.
Resources:

Packet Tracer Activity Worksheet

Cisco Packet Tracer Download

OCTE SafeDocs

13


https://drive.google.com/file/d/1UV0uMVGZhhycA2AKvzA36fjlqz1CkUqG/view?usp=drive_link
https://packet-tracer-win.com/
https://legacy.octe.ca/en/resources/safety/safedocs

Activity 3: Cable Management in a Computer Lab

A1.4,A4.1,A4.2, A45,6 A4.6,B1.2
Activity Breakdown:

Students will conduct a physical audit of the computer technology lab to create an infrastructure
and safety map as it pertains to the network(s) they have reviewed.. Using a blank floor plan,
students must locate and document all primary networking hardware (switches, server racks,
wall drops), alongside emergency routes, fire extinguishers, etc. During this audit, they will
identify and rectify active cable management hazards and participate in the classroom routine of
organizing cables used in the computer lab.

Learning Goals:

e Students will be able to identify emergency exits, safety equipment and any impediments
to these routes based on the cable management of the classroom

e Students will understand the safety processes required to protect themselves and others
from the hazards posed by inadequate cable management for networking and for
powering workstations (using zip ties to bundle common pathway wires, reviewing power
limitations of receptacles or power bars, etc.)

Success Criteria:

e Students can successfully draw/label a floor plan of the computer lab, clearly highlighting
egress routes and safety equipment

e Students can identify potential cable management hazards in the lab and propose a
physical solution

14



Activity 4. Creating a Network Patch Cable

Students will identify one Cat5e networking cable in the lab that is an inadequate length and
create a custom length cable using straight-through cable, flush cutters and RJ45 crimpers.

Learning Goals:

e Students will be able to safely use networking hand tools (wire strippers, flush cutters,
RJ-45 crimpers) to fabricate a functional pass through cable (or cross-over cable)

e Students will be able to troubleshoot network faults using cable testers and
command-line interfaces.

Success Criteria:

e Students can successfully crimp a functional straight-through UTP cable that passes a
hardware cable test without faults.

e Students can verify network connectivity by pinging the default gateway IP address via
the command prompt.

15



Appendix A: Network Topologies Activity

Bus / Ring / Star
Supplies:
Bus Network (4 Students)
e Long piece of string
e Paper clips
e Four sets of cards labeled 1-4
Ring Network (4 Students)
e Long piece of string
e Paper clips
e Four sets of cards labelled 1-4
e Star Network (5 Students)
e Four pieces of equal length string
e Paper clips
e Four sets of cards labelled 1-4

INSTRUCTIONS

1. Explain to students that today we will be simulating three basic Networks, also called

“Topologies”
a. BUS Network Topology
b. RING Network Topology

c. STAR Network Topology

2. Divide the class into groups of 4 or 5 students each and assign a network topology type

(Bus/Ring/Star).

3. Give each group the supplies required based on the Network they have been assigned.

BUS NETWORK TOPOLOGY

1. Tell the group of students to stand in a line and to hold a long piece of string
(representing a wire in a computer network) between them. Explain that they represent
computers in a bus network along one long network line known as a bus.

16



Assign each student in the group a number from 1 to 4 and explain that this is the
student’s address.

Give each group several cards labeled with address numbers 1, 2, 3, or 4, representing
data. Ask students to put paperclips on them and then hang them in random order on
the string somewhere in the middle of their network.

Ask students to move the data cards along the network by slipping the paper clips along
the string from one person to another in their network. Data cards can travel in either
direction along the string. Students will check the address on each data card they
receive. If it matches their address, they should remove the data card from the string
and keep it until the end of the activity. The paperclip should stay on the string. Tell
students that if a data card reaches the end of the string, it can turn around and go in
the opposite direction.

Before students start the activity, ask them what they think will happen if two data cards
collide. Explain that the data cards will be removed from the network and will have to be
resent from the start of the network. Ask the students to remove data cards from the
string and set them aside if they collide.

When data cards have been received by the student with the correct address, students
will resend the data cards that had collided and been set aside, and the bus network will
continue until all the data cards have reached their destination.

Ask “What do you think will happen if one of the connections breaks?” To illustrate this,
the teacher can use scissors to cut the string between two students. This will cause the
whole network will go down. Students will notice that the piece of string and paperclips
drop to the floor. No data can be sent when this happens.

Ring Network Topology

17

1.

Instruct this group of students to stand in a circle holding a long piece of string between
them. Explain that they are computers in a ring network, where computers or devices are
connected by a circle.

Give each group several cards labeled with address numbers 1, 2, 3, or 4, representing
data and ask them to put paperclips on them and then hang them in random order on
the string.

Ask students to move the data cards around the network. Explain that in a ring network,
data cards can travel in only one direction (either to the right or to the left), which
prevents data collisions. Students should check the address on each packet they
receive. If it matches their number, they should remove the data card from the string for
the remainder of the activity. That data card stops with them.

Ask “What do you think will happen if one of the connections breaks?” Have one student
drop the string. Students should notice that the rest of the rest of the network appears



normal, but actually cannot function because everything will stop at the dropped
location. This causes the whole network to go down.

Star Network Topology

18

1.

2.

Instruct this group of students to select one student to stand in the middle and instruct
the other four to stand in a circle around the center.

Assign each of the outside students an address: 1, 2, 3, or 4. Have each student on the
outside hold a piece of string that goes to the student in the middle. Explain that the
student in the middle represents a control switch, a device that allows computers to
communicate. The students on the outside represent computers.

Randomly give each of the students on the outside a variety of numbered data cards to
feed onto their network by attaching the card to a paper clip and hanging them in
random order on their piece of string.

Instruct each student on the outside of the circle to move a data card to the control
switch, and then instruct the control switch to check the destinations on the data cards
and ask, out loud, “Where is Computer 1?” (or 2,3,4 depending on the number on the
data card)

When the correct student/computer replies, the student representing the control switch
can now transfer that data card to them. Continue the process until all the data cards
have been moved to the correct computer. As the students representing the computers
receive a data packet, they will remove it from the paper clip.

Ask “What do you think will happen if one of the connections breaks?” Explain that the
connection to one computer will go down, but the rest of the network will keep working.
To illustrate this, ask one of the students in each group to drop their string and allow all
the paper clips to drop to the floor. The data cards can still be transferred to the other
computers in the network.



Appendix B: Build a Network Cable

Equipment needed:

e Your custom length of UTP cable, Category 5 or 5e (add 30cm just in case)

e A minimum of two RJ-45 connectors (extras required for wiring mistakes)

e An RJ-45 crimping tool

e Two computers with operating systems installed

e Wire strippers

e Flush cutters

e Ethernet wire map tester

e Ethernet cable meter or certification meter

T568A Wiring Standard
Pin No. Pair No. Wire Color Function
1 3 Green/White >
2 3 Green >
3 2 Orange/White RX
4 1 Blue Not used for this activity
5 1 Blue/White Not used for this activity
6 2 Orange RX
7 4 Brown/White Not used for this activity
8 4 Brown Not used for this activity
T568B Wiring Standard
Pin No. Pair No. Wire Color Function

1 2 Orange/White TX
2 2 Orange TX
3 3 Green/White RX
4 1 Blue Not used for this activity
5 1 Blue/White Not used for this activity
6 3 Green RX
7 4 Brown/White Not used for this activity
8 4 Brown Not used for this activity

19




Instructions:

20

1.

With your custom length of cable in hand, score and remove 1 inch of the outer PVC
jacket from both ends of the cable using your wire strippers. Place the stripped plastic
jacket material directly into the designated mixed-waste classroom bin.

Separate the exposed twisted pairs. Carefully untwist the wires, ensuring you leave the
twists intact inside the jacket to maintain electrical noise cancellation. (3-4 centimeters
of untwisted wire is ok!)

Pinch the wires flat between your thumb and forefinger, organizing them from left to right
according to your chosen standard's pinout sequence. (T568A or T568B, check if you
are unsure!). Pull the wires taut to ensure they are perfectly straight and tightly grouped.
Use flush cutters to snip the aligned wires straight across, leaving exactly 1-2
centimeters of wire exposed from the jacket. Brush all sharp copper clippings into the
waste bin immediately!

Hold a fresh RJ-45 connector with the plastic locking clip facing downward. Guide the
flattened, organized wires into the back of the connector. Push firmly until the copper tips
of all eight wires hit the front interior wall of the plastic housing. Verify that the outer PVC
cable jacket extends into the connector past the primary indentation.

Slide the seated connector fully into the die of your RJ-45 crimping tool. Squeeze the
crimper handles together firmly to drive the internal metal contacts into the wires and
lock the plastic strain relief wedge into the jacket.Repeat all steps to terminate the

opposite end of the CAT5e cable.

Test your cable with the cable tester.
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